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m today, quantum key distribution works up to 100km distance
(telecom optical fiber) and allows secure communication relying
only on the laws of physics; within the next 5 years we will see
quantum key distribution over a large scale network in the
Netherlands (Wehner et al. '18)

m the parties trust each other in key distribution; two-party tasks
between distrustful, cooperative parties are more difficult, many
of them are insecure even in quantum mechanics, e.g. secure
computation or bit commitment

m an exception is weak coin flipping (WCF), the task of two
distrustful parties, Alice and Bob, to agree on a random bit by
following a communication protocol; in a breakthrough result in
2007, Mochon proved quantum WCF to be almost secure (see
also Aharonov et al. ’16); classical WCF is completely insecure
(Kitaev, QIP ’02)
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m Alice and Bob have private
registers A, B; they exchange
a message register M in n
rounds and act in turns with
unitaries U; on AM and MB
m if they follow the protocol
(are honest) then the state
evolves as
i) = Ui ... Uz Uy [ho)

m they measure the state p af-

ter round n, obtaining random

variables A, B with (i =0,1)
Prob(X = i) = tr(pN$)

m if Alice and Bob are honest then Prob(X =) = <¢nyn§§>y¢n>;
a consistency assumption is that if they are honest, then A= B
with certainty and Prob(X = /) = % for X=A,Bandi=0,1



The Bias of a WCF Protocol

m the parties of a weak coin flip have preferred outcomes, say
Alice wants 0 and Bob wants 1

m the cheating probability Py of Alice is the probability that an
honest Bob outputs 0, maximized over all quantum operations
a cheating Alice could replace her unitaries with:

P73 = maxProb(B = 0);
similarly, the cheating probability P; of Bob is
Pg = maxProb(A=1)
m the bias of a WCF protocol is ¢ = max{P}, P5} - &




Primal SDP P = maxtr[(1y ® ﬂg)))pn]

maximization over states pg, p1, ..., pn ON MB subject to
trm(po) = tram (o Xvbol = [¥Bo X8 0l
for i even try(pi) = try(Uipi_1 U,-*)
for i odd try(pi) = trm(pi-1)

Dual SDP P} = mintr[Zg g [v¥BoXvB,0l]

minimization over Zgo,Zg 1, -.,Zp,n = 0 on B subject to
forievenly® Zgi1 > U (1y® Zg;)U;
foriodd Zg;_1 = Zg;
Zgp= rl(BO)

Dual SDP Pg = min... with dual variables Z40,Z41,-..,Zan



m analogous to measurement probabilities, if |¢)) is a vector and
Z =Y zP, > 0, we define prob[ Z,|)](2) = (| Pz|¢) if z € sp(Z)
is an eigenvalue, otherwise prob[Z,|)](z) =0

m consider the delta function [x, y] with [x, y](a,b) =1 if
x =any = b, otherwise [x, y](a, b) = 0; for each pair
Zpi=YxXPxand Zg; = ¥, yQy of a dual feasible point let

Pr-i = X (x.y)esp(Zas)xsp(Zs.) (VilPx ® I @ Qylv) [X, ¥ ]

m the sequence py — py — - = pp Of finitely supported
functions [0, )2 — [0, o) is called a point game

m we assume that Zao[va0) = Bl1a0) and Zgo [¥Bo) = alvBo);
then the point game starts at py = %([O, 1]+[1,0]) and ends at
pn = [, a]; the cheating probabilities are P, < o and Pg < 3;
Goal: Get «, 3 as close as possible to 1/2



observations on the construction (for even i/, similarly for odd)

m the transition p; — p;, is vertical (horizontal for odd /), that is
to say, piv1 = pi = Xxy K(¥)[X, y] where ¥y f(y) = 0

m the vertical line transitions of p; — p;,1 are EBM transitions
(expressible by matrices), that is to say, for each x > 0 there are
diagonal matrices X, Y > 0, a unitary U, and vectors |v),|w)
satisfying UXU* < Y and |w) = U|v), such that

pilx,-] =prob[X,|v}] and pj1[x,-] =prob[Y,|w)]

m the vertical line transitions of p; — p;, lie in the dual cone to
the cone of operator monotone functions [0, o) — R, in other
words, ¥, f(y)h(y) > 0 for each operator monotone function h



From Point Games Back to Unitaries

Mochon exploited operator monotone functions and reversed the construction
of point games from protocols. However, he returns non-constructively to
EBM transitions and unitaries.




Thank you

Reference: A. Singh Arora, J. Roland, and S. Weis, Quantum Weak Coin
Flipping, in Proceedings of the 51st Annual ACM SIGACT Symposium on the
Theory of Computing (STOC ’19), 2019.



